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Background

MyQ is an application that allows secure, follow-me printing, and can also monitor a printer’s /
multifunctional device’s usage. The full functionality of MyQ can be achieved if MyQ embedded client is
installed on the device, which also offers the possibility to customize and personalize the home screen
that a user sees once a user is logged in.

ScannerVision extends the features of MyQ by allowing the user to perform a customized and
personalized scan workflow and can utilize the user’s credentials to access the storage in which the
scanned document will be placed, making not only secure printing possible, but also secure scanning.

When installed in the same environment, ScannerVision can communicate with MyQ to get information
about the logged-in user. There is a deeper integration where the MyQ client gets access to all
ScannerVision’s functionality, without having to install ScannerVision’s own embedded client.

This guide explains both options and how to configure them.
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Installation and Configuration of ScannerVision Embedded and MyQ
Embedded

1. MyQ Setup
1.1 In the MyQ Web Administrator interface, login as the Admin user.

1.2 Navigate to Settings > External Systems
u Contracts

HH Code Books

& External Systems 1
2| Log & Audit

L Lwetam Mananemant

1.3 Add new External System named ScannerVision with terminal and users set for scope.

1.4 Client ID and Secret will be generated by MyQ.

External system

Title: * |Sc.anner‘l.|"i5ion
Client ID: |00B14E5C-17B2-4A47-ACEB-1F85601D9DFC
Secret:  Bc575d38333eb99045f8de7c4780d38445128de

Scope: | terminal | UsErs

o OK #K Cancel

1.5 Navigate to Terminal Actions
.ﬁ Printers

'f';, Printer Discovery

@ Terminal Actions 4

=3 Scanning & OCR

=2l Price list
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1.6 To use ScannerVision Embedded client, add new application node

Enabled: -

Title: |eq I'E;canner‘u"ision

Printers: * | || All printers
Rights: * 4.@‘ All users

Style: * | Application

Reference: *  ScannerVision

o Save & Cancel

2. ScannerVision Server Setup

2.1 In ScannerVision, create and enable a template with Client Capture.

‘h orange circles and single click cons without.

Hot Folder | FTP Server | Mail Server | Client Capture

Client capture settings
Enabled

Scanning properties

Type | Text A Lock
Colors | Auto i Lock
Resolution 300 = Lock

Pages properties

Min 0 Max

2.2 Setup template as needed.

Sides  One side
Size | Ad

Scan onentation | Portrait
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2.3 Under Users, create users exactly as they are found in MyQ. E.g. MyQ username is svtest,
therefore ScannerVision username must be svtest. (Users can also be imported from AD)

|| #® Edit User — O >

Active

UserlD [{2C90F378-5FFC-427D0-9362-E2B99A845740)

User name | svtest

User description

Email address
Browse folder
Password | esessssess

User Groups Ayailable Templates

|| MFiles
Maob

| SQL
Zonal BC

Save Cancel

2.4 Assign template to users.
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2.5 Under Clients, add a new client based on client type being used, e.g. Kyocera.
o Edit Client — O X

Active
Client type | KYOCERA
Client ID |{5C843825-F8BC-4290-8F26-3618BA313283}

Client name | Kyo

Client description

IP address o
Haost name
User name
Password
Authentication method | MyQ bl
Client Groups Available Templates

Save Cancel

2.6 Specify IP address of client and set authentication to MyQ/KNM/aQrate and save.
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2.7 Under Settings > Network Settings > MyQ/KNM/aQrate

AW IaLrurin DI DU RS LR AU ML W

Modules View X

s General Server Metwork Server
,fﬁ" 74 Settings Settings
Connections =
[=m]
= ik
»-== [<l508
=

MyQ / KNM / aQrate

Server address

Port | 8080
S5L Port (8090
APlwersion (W2 &
Client ID
Secret
Api key
User name

Passwaord

2.8 You will need to specify the Server IP address of the MyQ server and choose API version V2,
as V1 has been deprecated in all newer versions of MyQ.

2.9 Under Client ID and Secret you will enter the Client ID and Secret which was generated by
MyQ.

2.10 Click on Test Connection.
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2.11 You will be asked to install an SSL certificate on the server. The correct installation process
is as follows:
0 Click the “Install Certificate...” button.
On the Certificate Import Wizard, choose “Local Machine” under Store Location.
Click Next.
Choose “Place all certificates in the following store”, click Browse.
On the popup, select “Trusted Root Certification Authorities” and press “OK”.
Click next until certificate is installed.

O OO OO

2.12 Should a second window popup requesting to install the certificate, this can be closed.

2.13 If the certificate is successfully installed, a “Connection Successful” message should
appear.

2.14 Under Settings > FTP-ES Server Settings

Modules View =
.
b
L= | == =2
Settings w0 El'v\_r\;
—~ General Server Metwork Server
g‘ £ Settings Settings
Connections ==
I 1]
= L g
L —] [(~<lgoz
b= SMTP Server
Templates Settings

2.15 Select the IP address of the Server from the drop-down list and enable the FTP-ES Server.

FTP-ES Server Settings

¥ Enable FTP-ES server
FTP Server address | 192.168.10.196 v
Command port |21

Data port from |65000

Data portto 65535

2.16 Start the ScannerVision Services.
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3. ScannerVision Embedded Setup

3.1 Copy the .pkg of the ScannerVision Embedded client to a flash drive formatted in FAT32.
3.2 Insert the flash drive on the MFP and unlock the panel if necessary.

3.3 Navigate to System Menu > Application and enter the admin credentials for the MFP.
3.4 Select Add and choose the .pkg from the flash drive, then install.

3.5 Once the client has been installed, select Activate.

3.6 Go back to the Home screen and if necessary, login to MyQ.

3.7 ScannerVision should now be visible on the logged in screen.

3.8 Select ScannerVision.

3.9 When ScannerVision opens, it will give an error that it is not able to connect to the server.

T
scannervision”

Could not connect to server

Server Settings

3.10 Select Server Settings and login. Default password is 0000.

Enter administrator password

Password

SCANNERVISION AND MYQ INTEGRATION| Quick Start Guide |10



3.11 Under Server IP, enter the IP address of the server where ScannerVision is running.

oA
scannervision~

Server Settings

Server IP 127.0.0.1

3.12 Select Save.
3.13 If you are logged in with a valid user which has already been created in ScannerVision, you

can select Templates and the templates should load. If not, you will need to login to MyQ using
avalid user.
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Configuration of MyQ Smart Workflow (No ScannerVision Embedded)

4. MyQ Setup

4.1 To use MyQ Smart Workflow, add new External Workflow

Enabled: -

Title: |en I’Scanner‘l.ﬂ'isic:n
Printers: * | || All printers -
Rights: * S Al users -
Style: *  External workflow

4 Parameters
URL: * | http://192.168.10.196:80/json/reply/
Type: *  ScannerVision

o Save #K Cancel

4.2 Under Parameters enter the URL in the following format:
http://[ScannerVisionServerlP]:80/json/reply/

5. ScannerVision Server Setup
5.1 Follow steps 2.1 to 2.4.

5.2 Add new MyQ client type
o Add Client — a X

Active

Client type | MyQ -

Client ID [{8DF85EAF-9855-411D-8A62-6EBGEBGFECE3}

Client name |Client (1)

Client description

IP address o
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5.3 Specify IP address of client where MyQ is installed, authentication set to None, and assign
templates to the client. (Authentication is not currently supported).

5.4 Follow steps 2.14 to 2.15.

5.5 Under Settings > Network Server Settings > Web Server choose the IP address of the
ScannerVision Server.

ouble click icons with orange circles and single click cons without.

4
Network Server Settings
TCP/IP port 1983
Enable encryption
Web Server
FTP-ES Server Address | 192.168.10.63

Settings

Port |80

5.6 Start ScannerVision Services.
5.7 Login to MyQ on the client, you should see ScannerVision on the logged in screen.

5.8 Select ScannerVision, assigned templates should be visible.

SCANNERVISION AND MYQ INTEGRATION| Quick Start Guide |13



